CYBER
MANAGEMENT

AAAAAAAA

GIG Gulf:
Strengthening Cyber Resilience

Through Strategic Partnership

Case Study




Strategic Context:
Proactive Investment in Cyber Resilience

GIG Gulf, a leading insurance provider in the MENA region recognizes that
maintaining strong cyber resilience is fundamental to their business strategy.

In response to the evolving threat landscape and rising regulatory demands,
Regional Chief Security Officer, Bruno Fonseca led a comprehensive initiative to
strengthen GIG Gulf's Resilience capabilities.

This initiative aligns with GIG Gulf’s ‘A+' rating and commitment to operational
excellence. The decision to collaborate with Cyber Management Alliance Ltd.
reflects a proactive approach to safeguarding trust and delivering consistent
service quality. “In the insurance industry, trust is paramount,” says Bruno
Fonseca. “Our investment in resilience services underlines our dedication to
protecting customer interests and maintaining leadership in the region.”

The following key services were selected to enhance GIG Gulf’s cyber
resilience framework:

© Crisis Management Training

® Executive Tabletop Exercises

©® Technical Tabletop Exercises

O BC & IR Playbooks Development
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Executive Summary

In today'’s threat landscape, robust cyber resilience is essential. GIG Gulf’s
partnership with Cyber Management Alliance included four strategic initiatives
that reinforced executive readiness, technical coordination, and crisis management
documentation.

“With 800+ employees across 4 countries, GIG Gulf’s scale demands a sophisticated
approach. The program was sponsored by Bruno Fonseca, whose Fortune Global 500
experience ensured alignment with business and technical goals. He was supported
by Rahul Banga (Senior Information Security Manager) and Saba Hameed (Senior
Manager Operational Resilience), who ensured alignment with compliance and
operational frameworks.

Led by Amar Singh, CEO of Cyber Management Alliance, the engagement translated
complex cybersecurity concepts into effective, engaging sessions for technical and
non-technical participants alike.

Key Achievements

W Strengthened crisis management capabilities through scenario-based
executive training

M Enhanced incident response through executive and technical tabletop exercises
® Developed actionable BC & IR playbooks aligned with best practices
B Improved communication and coordination across teams

H Clarified roles and responsibilities in crisis and response scenarios

Discover how our services can enhance your security posture today!
Visit cm-alliance.com
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Crisis Management Training

Amar Singh’s executive training provided leaders with hands-on experience in
crisis communication, decision-making, and stakeholder management. Real-world
case studies and interactive sessions built confidence, leadership alignment and
preparedness for high-pressure scenarios.

Benefits:
M Faster, more confident leadership response
W Stronger crisis communication strategies

M Practical tools to guide incident decision-making

& & | particularly appreciated

Amar’s ability to adapt scenarios in
real-time based on our executives’
responses. This dynamic approach

made the tabletop exercises
feel authentic and challenged our
decision-making processes
effectively. 99

Bruno Fonseca,
Regional Chief Security Officer,
GIG Gulf
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Tabletop Exercises

I EXECUTIVE

Tailored scenarios challenged executives to respond to realistic crises, validating
existing procedures and highlighting areas for improvement.
Benefits:

W Streamlined incident response

® Improved executive coordination

® Sharpened communication with stakeholders

€& The technical tabletop exercise led by Amar struck the

perfect balance between technical depth and strategic thinking. His facilitation style

encouraged our teams to think beyond their usual parameters. 9

Bruno Fonseca, Regional Chief Security Officer, GIG Gulf

I TECHNICAL

This exercise tested GIG Gulf’s technical response across simulated threats,
identifying process gaps and fostering cross-functional collaboration.
Benefits:

M Enhanced alignment between technical and business teams

B Improved documentation and process clarity

W Strengthened team coordination

Discover how our services can enhance your security posture today!
Visit cm-alliance.com
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BC & IR Playbook Development

I Drawing on lessons from the exercises, playbooks were developed to align with
GIG Gulf’s environment, regulatory requirements, and international standards.
Benefits:
W Actionable response protocols
M Clear team roles and escalation paths

® Improved operational resilience and compliance

€& The incident response playbooks developed by
Cyber Management Alliance are both comprehensive and highly practical

- what sets them apart is how well they’re tailored to our specific environment,

making them a core component of our day-to-day security operations. 1/

Rahul Banga,

Regional InfoSec Manager, led technical execution and planning, GIG Gulf

& & The level of detail in these playbooks is
impressive, yet they remain accessible and easy to follow.

They're truly fit-for-purpose. 14/

Rahul Banga,
Regional InfoSec Manager,

led technical execution and planning, GIG Gulf
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Key Contributors

| GIG Gulf

Bruno Fonseca  Regional CSO and Head of OpEx, brought over 25 years of leadership
in global security programs.

Rahul Banga, Regional InfoSec Manager, led technical execution and planning.

Saba Hameed  Senior Manager Resilience, ensured regulatory and framework
alignment.

| cyber Management Alliance Ltd.

Amar Singh,  CEO, brought deep CISO-level experience and a hands-on
approach to designing and facilitating each initiative. His ability to
engage both business and technical audiences was central to the
program’s success.

Discover how our services can enhance your security posture today!
Visit cm-alliance.com
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Conclusion

This strategic engagement has elevated GIG Gulf’s cyber resilience across leadership,
operations, and crisis management. Under Bruno Fonseca’s leadership, and with
contributions from Rahul Banga and Saba Hameed, the organization is now better
equipped to protect stakeholders and respond confidently to future threats.

& & working with Cyber Management Alliance Ltd. has been

a valuable experience. Amar Singh’s expertise and the team’s
professionalism contributed meaningfully to strengthening our crisis
management and operational resilience. The tailored solutions provided
have effectively supported our preparation for

potential future challenges. 99

Bruno Fonseca, Regional Chief Security Officer, GIG Gulf
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About Cyber Management Alliance

Founded in 2015 and headquartered in London UK, Cyber Management Alliance Ltd.
is a recognised independent world leader in Cyber Incident & Crisis Management
consultancy and training.

The organisation is renowned globally as the creator of the flagship Cyber
Incident Planning and Response training certified by the UK Government’s
National Cyber Security Centre. The CIPR is the only certified course in the
world that addresses strategy and planning for nontechnical middle to senior
management.

Cyber Management Alliance has serviced over 500 enterprise clients in multiple
verticals including government, banking, finance, IT, consultancies, healthcare,
oil & gas and retail across 38 countries. It has carved a niche by assessing,
building and improving its clients’ Cyber Incident & Crisis Management
capabilities through training, tabletop exercises, health checks and audits.

Our global leadership in incident response, CSIRT and Security Operations and
our satisfied client base puts us in a unique position to offer the best, up-to-date
advice and guidance to our clients.

We have enabled world-leading organisations such as FIFA, NHS, Capita,

BNP Paribas, Waverton Investment Management and Unilever amongst others
to assess their Incident Maturity and Breach Readiness through our unique
Cyber Crisis Management Audits, Assessments, Tabletops and Workshops.
British Medical Journal, Capita and Gyroscope are some of the organisations
that have benefitted from our VCSIO and Trusted Advisory services.

Discover how our services can enhance your security posture today!
Visit cm-alliance.com
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